A new image sharing method, based on the reversible integer-to-integer (ITI) wavelet transform and Shamir's (r, m) threshold scheme is presented, that provides highly compact shadows for real-time progressive transmission. This method, working in the wavelet domain, processes the transform coefficients in each subband, divides each of the resulting combination coefficients into m shadows, and allows recovery of the complete secret image by using any r or more shadows (r ≤ m). We take advantages of properties of the wavelet transform multiresolution representation, such as coefficient magnitude decay and excellent energy compaction, to design combination procedures for the transform coefficients and processing sequences in wavelet subbands such that small shadows for real-time progressive transmission are obtained. Experimental results demonstrate that the proposed method yields small shadow images and has the capabilities of real-time progressive transmission and perfect reconstruction of secret images.
INTRODUCTION
With the rapid development of computer and communication networks, Internet has been established worldwide that brings numerous applications such as commercial services, telemedicine, and military document transmissions. Due to the nature of the network, Internet is an open system; to transmit secret application data securely is an issue of great concern. Security could be introduced in many different ways, for example, by image hiding and watermarking. However, the common weak point of them is that a secret image is protected in a single information carrier, and once the carrier is damaged or destroyed the secret is lost. If many duplicates are used to overcome this deficiency, the danger of security exposure will also increase [1, 2] . A secret image sharing method provides a viable solution. To process the received data efficiently is another problem. As transmission proceeds, the receiver may gradually access images with increased visual quality. If the received data is of no interest, the transmission can be terminated immediately to increase efficacy. Therefore, the functionality of progressive reconstruction is very essential to be built in the scheme. The goal is to develop an efficient secret image sharing method with progressive transmission capability.
Shamir [1] and Blakley [3] first proposed a concept of secret sharing called the (r, m) threshold scheme. In their scheme, a secret is shared by m shadows and any r shadows, where r ≤ m can be used to reveal the secret while with less than r shadows the information about the secret cannot be obtained. Thien and Lin [2] developed a secret image sharing method based on Shamir's (r, m) threshold scheme. Their method permutes a secret image first to decorrelate pixels and then incorporates the (r, m) threshold scheme to process the image pixel wise or pattern wise in the spatial domain sequentially; hence, it may not be suitable for real-time progressive transmission. Each generated shadow is 1/r the size of the original image for their lossy scheme and is over 1/r for their lossless version [2] . Recently, Chen and Lin [4] developed a method of progressive image transmission for the secret image sharing [2] . Their method considers the division of an image into nonoverlapped sectors and applies a bit-plane scanning to rearrange the gray value information of each sector with several thresholds in controlling the reconstruction quality level to achieve the capability of progressive transmission. It tends to yield large shadow images due to its requirement of satisfactory functioning for every chosen threshold, thus reducing the efficiency of storage and 2 EURASIP Journal on Advances in Signal Processing transmission. Since it works on a sector basis, the progression is localized to each sector; and it suffers from the blocking effects when images at low bit rate are recovered. Wang and Su [5] developed a secret image sharing method based on the Galois field. It has the advantage of producing small shadow images but does not have the progressive transmission capability. In comparison to these existing methods, the proposed method, working in the wavelet domain, has the advantage of both having small shadow images and progressive transmission capability at the same time. This is achieved by using the reversible integer-to-integer (ITI) wavelet transform and Shamir's (r, m) threshold scheme.
An integer-to-integer reversible wavelet transform maps an integer-valued image to integer-valued transform coefficients and provides the exact (lossless) reconstruction of the original image [6] [7] [8] [9] . Its multiresolution representation is the same as usual, but can be fast computed with only integer addition and bit-shift operations. Most of the signal energy is concentrated in the low frequency bands and the transform coefficients therein are expected to be better magnitude-ordered as we move downward in the multiresolution pyramid in the same spatial orientation [6, 7, 10] . These properties are very important for the development of an image sharing method with real time progressive transmission. Instead of using permutation to decorrelate pixels prior to applying the (r, m) threshold scheme as in [2] , we first apply ITI wavelet transform and then process transform coefficients in a preprocessing stage to decorrelate pixels (coefficients) and increase security. The preprocessing stage is performed on subband basis and the resulting coefficients in each subband are processed in a zigzag sequence from the smooth subband to detail subbands. The most important information of the smooth subband will be processed first and then the detail bands so that the progressive transmission can be obtained. In SPIHT [10] , the progressive transmission is achieved by checking several times the transform coefficients. In the proposed method, the progressive transmission is enabled by ordering the importance of the subband information and checking the coefficients only one time to speed up the processing. The proposed method, based on the ITI wavelet transform, provides small shadows, lossless secret image reconstruction, and more importantly the capability of real time progressive transmission. In this method, a secret image will be transmitted by m distinct channels (shadows), any r shadows received in r channels (where r ≤ m) can be used to reveal the secret image while up to any r − 1 channels intercepted by an adversary cannot reveal any secret. Also, it can tolerate up to m − r contaminated channels without affecting the lossless reconstruction of the secret image from the other r channels. A note should be made here that this method is significantly different from the multiple description coding (MDC) [11, 12] . Although both methods generate multiple subimages and utilize the information therein for image transmission over networks, our method addresses the issue of security protection of confidential images for transmission, while MDC does not consider the security question but emphasizes on multiple representations of an image for use in noisy channel transmission allowing image reconstruction to continue even a packet is lost or severely contaminated.
The rest of the paper is organized as follows. The (r, m) threshold scheme is reviewed in Section 2. The proposed image sharing algorithm is described in Section 3. The experimental results are shown in Section 4. Security analysis is given in Section 5. Applications of the method are described in Section 6. Finally, the conclusions are summarized in Section 7.
PREVIOUS WORKS
According to Shamir's (r, m) threshold scheme [1] , the secret D is divided into m shadows (D 1 , D 2 , . . . , D m ) and any r or more shadows can be used to reconstruct it. To split D into m pieces, a prime p, which is bigger than both D and m, is randomly selected and an (r − 1)th degree polynomial is chosen,
in (1), a 0 = D, and {a 1 , a 2 , . . . , a r−1 } are random numbers selected from numbers 0 ∼ (p − 1). The pieces are obtained by evaluating
Note that D i is a shadow. Given any r pairs from these m pairs [6, 7] with a high computation speed and excellent energy compaction maps an integer-valued image to integer-valued smooth (scaling) coefficients and detail (wavelet) coefficients and provides the exact (lossless) reconstruction. It can be fast computed with only integer addition and bit-shift operations. The smooth coefficients have the same range of values as that of the input image and the detail coefficients have smaller absolute integer values than those of the input image.
THE PROPOSED IMAGE SHARING METHOD
In the proposed method described below, we take a 0 , a 1 , a 2 , . . . , a r−1 as values of r processed transform coefficients to generate m shadows. A secret image is ITI wavelet transformed down to a selected scale level to form its multiresolution hierarchical representation. A preprocessing stage for wavelet transform coefficients in individual subbands is developed based on the strong intra-band correlation and small absolute values of the coefficients in the detail subbands. Thus, we expect to have small values of differences between neighboring coefficients in the smooth subband and small coefficients in the detail subbands. These are used in the preprocessing stage in the respective subbands to produce combination coefficients for use in the (r, m) threshold scheme. The sequence of the preprocessing stage starts from the smooth subband and follows a zigzag path to the detail subbands in a hierarchical tree [10] such that the progressive transmission may be readily achieved. The block diagram of the proposed method is shown in Figure 1 , where X denotes coefficients of the wavelet multiresolution representation of an image and X the reconstructed wavelet transform coefficients.
The preprocessing stage
The wavelet transform coefficients in each subband are appropriately combined so as to decorrelate coefficients, prior to applying the (r, m) threshold scheme for enhancing security. Since the numbers (in images with 8-bit intensity levels) suitable for the (r, m) threshold scheme are from 0 to 255 [2] , we need to take care of this requirement in the coefficient combination procedure. The combination process is designed by concatenating neighboring transform coefficients (or coefficients differences in the smooth subband) into one byte in case they are small enough or else scaling their values into the appropriate range. Then the size of the resulting combination coefficients is reduced and its range is adjusted.
Consider the smooth subband with scaling coefficients S = {s u,v } and coefficient differences DS = {ds u,v }. At location (u, v), the coefficient difference is defined by
A sequence of combination numbers C com = {c com } are generated, referring to differences DS, in the following steps.
(1) Divide the array of differences DS into nonoverlapping blocks, each block contains 2 × 2 neighboring differences. (3) as follows: 00 and 01 for concatenation of four and two differences, respectively; 10 and 11 for a positive and a negative valued byte, respectively. Every four consecutive such type bits are concatenated to form a byte called t com . Note that the value of t com is between 0 and 255. (6) The byte t com generated in step (5) is recorded sequentially in a sequence of type numbers T com = {t com }.
For illustration of the wavelet transform coefficient preprocessing stage, let us consider an array of transform coefficients of size 2 × 8 (or coefficient differences in the case of a smooth subband) as shown in Figure 2 . The first block meets the condition (i) so that the four differences {1, −1, 0, −2} in the block are each added by 2 to give {3, 1, 2, 0}. These four numbers {3, 1, 2, 0} are processed together by concatenation using bitshift and bitor operators as follows. The four data in their binary representation are bitshift first to give {11000000, 00010000, 00001000, 00000000} and followed by bitor to get c com = (11011000) 2 = 216. Two bits 00 are given as the type value to record this block. The next block meets the condition (ii) for the upper row and condition (iii) for the lower row. The two differences in the upper row satisfies condition (ii) so that each of the two differences in the block {−4, 3} is added by 4 to give {0, 7}. Then {0, 7} is processed by concatenation using bitshift and bitor operators. The two data are bitshift first to get {00000000, 00000111} with binary representation and followed by bitor to get c com = (00000111) 2 = 7. Two bits 01 are given as the type value to record the upper row of the block. The two differences {−20, 30} in the lower row satisfies condition (iii) so that 4 EURASIP Journal on Advances in Signal Processing they are processed separately to get 20 and 30. The two bits 11 and 10 are given as type values to record these two differences respectively in the lower row of the block. The other blocks are processed in the same way. The type number t com is obtained by concatenating every four consecutive 2-bit type bits as indicated in Figure 2 .
The similar combination process is used for coefficients in detail subbands, referring to wavelet coefficients S. The inverse combination can be easily done by following the reverse steps in the postprocessing stage.
The sharing phase
The sequence of type numbers T com and the sequence of combination numbers C com are each divided into nonoverlapping sharing blocks each containing a sequence of r number. For each sharing block b, a (r − 1)th degree polynomial is used as in [2] except here the prime number p = 257,
where a 0 , a 1 , a 2 , . . . , a r−1 are r numbers of the sharing block. Evaluate
The m output numbers 
The problem is that the value of a byte coefficient is in the range from 0 to 255 while in output numbers there may be 256. If the output values are 255 and 256, this problem can be dealt with by storing 255 with an extra bit of 0 or 1 (for output value of 255 or 256, resp.) stored in the following byte. In order to provide for progressive transmission and to establish a traceable set of coefficient combination numbers C com , the type numbers T com and the byte for the extra bit are stored as an overhead. Note that r type combination numbers t com are associated with the corresponding 4r coefficient combination numbers, c com . The prime number p is selected to be 257, using the same rationale as that in [1, 2] , which is the smallest prime number greater than the largest number 255 possible after the preprocessing stage. For a relatively large value of p considered here, a practical choice of r and m will be r < m p. For security of sharing, we would like to have r to be more than just a couple, but be limited in connection with limiting m to reduce the computation involved and to avoid the use of too many channels. The r and m are chosen based on the application on hand. For example, in the (r = 4, m = 6) threshold scheme, let us consider a system consisting of one dealer and six participants, the dealer distributes a secret image into m = 6 shares and each participant holds one share. Later, if r = 4 shares are received, the secret image can be revealed. If less than 4 shares are received, then no information about the secret image can be revealed. The sharing process is described below:
(1) from the preprocessing stage, we get combination numbers C com and type numbers T com ; (2) pick r consecutive numbers from T com and 4r consecutive numbers from C com to form five sharing blocks each containing r numbers; (3) apply the sharing equations (4) and (5) to the picked sharing block to generate m output shares for the m shadows. If the output values are less than 255, store the generated output shares in the shadows. If an output value is 255 or 256, then store the coefficient 255 in the shadow coefficients and an extra bit 0 for 255 and 1 for 256 is stored in a list that follows; (4) go to step (2) until all combination numbers are processed.
An illustration of the sharing phase is shown in Figure 3 using the type numbers and the combination numbers obtained from the illustration in Figure 2 . Without loss of generality, consider r = 2 and m = 4, that is, consider two numbers as polynomial coefficients in the sharing equation (4) 
The reveal phase
The coefficient combination numbers can be revealed by any r out of m shadows via the following steps.
(1) Take one pixel (element) from each of the r shadows to form a shadow block sequentially from left to right and top to bottom. (2) Use these r shares and apply Lagrange's interpolation to solve for the values of a 0 , a 1 , a 2 , . . . , a r−1 in (4). (3) Steps (1) and (2) 
It gives a 0 = 30 and a 1 = 180 as expected. The other coefficient combination numbers can be revealed in the same way as shown in Figure 4 .
EXPERIMENTAL RESULTS
Four images (Lena, Jet, Monkey, and Peppers), each has 512 × 512 pixels with 8 bits per pixel, were used in the experiment. The ITI wavelet derived from Daubechies' 5/3 biorthogonal wavelet, 6-level decomposition, and the (r, m) threshold scheme with r = 4 and m = 6 were used. The small shadow sizes produced by the proposed method are shown in Figure 5 (a) in comparison to those obtained by Thien and Lin's (TL's) method [2] , Chen and Lin's (CL's) method [4] and Wang and Su's (WS's) method [5] , respectively. The proposed method has smaller shadow images when comparing with TL's and CL's methods in all cases. Our method without coding (WO) has larger shadow images than those of WS's method that has been coded prior to inputting to the sharing phase. In order to have a fair comparison, the proposed method was also encoded either with Huffman coding (WHu) or with arithmetic coding (WAr) [13] before the data input to the sharing phase as the WS's method did. The results indicate that our method encoded with Huffman coding (WHu) has slightly smaller shadow images than those of WS's method, and the proposed method encoded with arithmetic coding (WAr) has significantly smaller shadow images than those of WS's method. The progressive transmission and reconstruction performances are compared to those obtained by Chen and Lin's (CL's) method [4] . The three cases of CL's method described in [4] are as follows: case (1), with three thresholds (k = 3) and settings r 1 = 3, r 2 = 4, and r 3 = 5 for m = 6, case (2), with five thresholds (k = 5) and settings r 1 = 3, r 2 = 4, r 3 = 5, r 4 = 5, and r 5 = 5 for m = 6, and case (3), with five thresholds (k = 5) and settings r 1 = 3, r 2 = 3, r 3 = 3, r 4 = 4, and r 5 = 5 for m = 6. As shown in Figure 5(b) , the experimental results of the proposed method are compared favorably to those of CL's method. The proposed method needs less bytes of shadow images than the original image data to achieve lossless reconstruction of the original image, while CL's method requires more bytes of shadow images than the original image data (512 × 512 bytes). In Figures 5(c) and 5(d) , the experimental results on reconstructed image quality (PSNR) of four test images at different bit rates are shown, the PSNR of the reconstructed images by the proposed method with arithmetic coding is compared with those obtained by CL's method for all three cases. Our method gave higher quality (PSNR) reconstructed images. The performance of the proposed method on Peppers image is shown in Figure 6 for visual illustration. Figure 6 (a) is the original Peppers image and Figure 6 (b) shows the lossless reconstruction using four of the six shadows shown in Figure 6 (e). The result of the preprocessing stage is shown in Figure 6 (c). The histograms of the original image and of the result of the preprocessed data are shown in Figure 6 (d) left part and right part, respectively. The latter appears more evenly distributed across a broad range in the middle, and the visual observations indicate that the data after the preprocessing stage are significantly decorrelated. At the bit rate of 2.0 bpp, our reconstructed image is shown in Figure 7 (a) in comparison to the reconstruction obtained by applying CL's method as shown in Figure 7 (b). As expected, the proposed method has better visual quality of the reconstructed image at the lower bit rate. In another experiment on map images, as will be discussed in Section 6, the progressive reconstruction of the proposed method is shown in Figures 12 and 13 . In order to have an idea about the transmission performance of the proposed method when channel interference (noise or mis-synchronization) occurs, we illustrate the performance of the method using r = 4 and m = 6. If the noisy or misalignmented channels are no more than (m − r) channels while r channels are received free from noise, the image can be perfectly reconstructed without being affected by the interference. For interference occurred in the r channels, let us consider an ordinary communication system for binary pulse amplitude modulation (PAM) baseband signals with a controllable additive white Gaussian noise [14] or misalignment steps (bits). The transmission characteristic of this communication system [14] with bit-error rate (BER) versus signal-to-noise ratio (SNR, E b /N 0 , dB) is shown in Figure 8(a) , where E b is energy per bit and N 0 is noise spectral density. Such a controlled additive white Gaussian noise was added in every channel and the shadow images were transmitted over the channels bit by bit. The number of error bits was measured at every controlled noise level to obtain biterror rates for four test images during their shadow transmission. We used the received shadow data to reconstruct the four images and computed peak signal-to-noise ratios (PSNR, dB) corresponding to each bit-error rate for these four images, the results are shown by curves in Figure 8(b) . For visual evaluation, the reconstructed Peppers image of PSNR 16.04 dB at the bit-error rate of 8 × 10 −2 , the reconstructed image of PSNR 25.10 dB at the bit error rate of 2.4 × 10 −3 , and the reconstructed image of PSNR 35.10 dB at the bit error rate of 2 × 10 −4 are shown in Figures 8(c),  8(d), and 8(e) , respectively. The mis-synchronization problem was evaluated by the BER and misalignment steps (bits). The average BER versus misalignment steps (bits) of the four test images is shown in Figure 8(f) . The average over this range is 0.4283. For visual evaluation, the reconstructed Peppers image with PSNR of 5.67 dB at 1-bit misalignment from the starting point is shown in Figure 8 (g). It indicates that the method is very sensitive to mis-synchronization from the beginning. Since the proposed method has the progressive transmission capability, it should provide some reasonable visual quality if the misalignment occurs in the middle of the transmission. Three reconstructed Peppers images with PSNR of 11.88 dB, 24.16 dB, and 30.15 dB are shown in Figures 8(h), 8(i) , and 8(j), when 1-bit misalignment occurred after 5 percent of the shadow data was transmitted, when 8-bis misalignment occurred after 20 percent of the data was transmitted, and when 10-bits misalignment occurred after 50 percent of the data was transmitted, respectively. These results indicate that the shadow data from the proposed method can be transmitted over the channel of low-tomoderate noise level (e.g., bit-error rate smaller than 10 −3 ). It also indicates that the method may perform well if any missynchronization occurs after the first portion of the data has been transmitted. Its performance under interference will be enhanced when the channel coding is used in the transmission system as discussed in [15] [16] [17] .
SECURITY ANALYSIS
A security analysis of the proposed method has been performed similar to what was done in [2] to ascertain that the method has the security property that "any r − 1 or less shadows cannot provide sufficient information to reveal the secret image." Note that our method utilizes ITI wavelet transform representation of the image and combines the wavelet coefficients prior to the sharing process. Without loss of generality, 
there are 257 possible solutions in solving for r unknown coefficients using only the above r − 1 equations, and hence the probability of guessing the correct solution is 1/257 if the shadow images have uniformly distributed intensity levels. There are t polynomials for an image with t sharing blocks, and hence the probability of obtaining the correct image is (1/257) t . For example, for a 512 × 512 secret image, if r = 2, there are about 100 000 polynomials to be involved. The probability of guessing the right pixel values of shadow images in the proposed scheme is (1/257) 100,000 which is extremely small. An intruder has only this near zero probability to get the correct coefficient combination numbers, not to mention the difficulty to reconstruct the original image. The reconstructed image of the example on Peppers (with r = 2, m = 4) is shown in Figure 9 , using one valid shadow image and one randomly estimated shadow image. This result indicates that there is practically no correlation between the secret image (the original Peppers) and the reconstructed image using less than r valid shadow images.
Since the above security analysis of the sharing method is based on the assumption of uniformly distributed intensity levels of shadow images, it needs an experimental justification. Let us consider the normalized histogram of a shadow image with intensity levels {x i , i = 0, 1, . . . , n} versus the numbers of occurrences of x i normalized by the total number of occurrences, { f (x i ) versus x i , i = 0, 1, . . . , n}. f (x i ) is thus the probability of occurrences of x i . Let f be the mean value of the normalized histogram
and let σ be the estimated standard deviation
For a uniform distribution, f (x i ) should be equal to f for all x i . The degree of distribution uniformity may be measured in terms of the ratio of standard deviation to mean (σ/ f ). The smaller the σ/ f , the closer the histogram is to a uniform distribution. The same four test images were used in the experimental evaluation. The average value of the ratio of standard deviation to mean for m shadow image histograms of each test image using the proposed method is shown in Figure 10 in comparison to those obtained by Thien and Lin's (TL's) method [2] and Chen and Lin's (CL's) method [4] . The proposed method has significantly smaller average values of σ/ f in the experimental study. This supports the hypothesis that histograms of the shadow images are almost uniformly distributed and the probability of guessing the right combination coefficients in the proposed scheme will be extremely small, so that our method is very secure. For visual comparison, histograms of the shadow images of Jet image obtained by using the proposed method, TL's method and CL's method are shown in Figures 11(a) , 11(b), and 11(c), respectively. In Figures 11(a) and 11(b) , the parameters used were r = 4 and m = 6, and in Figure 11 (c), the case (1) was investigated. Note that for a fair comparison the permutation process was not applied to any method in this experiment. This verifies the adequacy of the security analysis discussed above. Step ( of the reconstructed image of the lowest possible resolution, that is, in Figure 12 (a). The soldier will look for the target image Map2 in Figure 13 , and will keep progressive reconstruction to the required quality even to the perfect reconstruction should the received shadow images be not corrupted by any channel noise.
CONCLUSIONS
In this paper, a new method based on the reversible ITI wavelet transform to share a secret image has been presented. By taking advantages of transform coefficient magnitude decay and excellent energy compaction in wavelet , the proposed method has advantages of providing both progressive transmission and small shadow images simultaneously. The security analysis result indicates that the method has the desired security property that "any r − 1 or less shadows cannot provide sufficient information to reveal the secret image." When considering the security quality in terms of distribution uniformity of histograms of shadow images, the proposed method is more secure (nearly uniform) than the existing methods in [2, 4] .
